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Trustworthy LLMs

AI & Law

“AI systems would be barred from deciding cases, 
determining bail, passing sentences, evaluating witness 
credibility, predicting future conduct or influencing 
judicial deliberations.”

https://www.ndtv.com/feature/us-judges-kicks-off-lawyers-from-
both-sides-for-using-ai-cancels-trial-comedy-of-errors-11620333
https://www.bbc.com/news/articles/c178zzw780xo 
https://legaleagleweb.com/newsdetail.aspx?newsid=9520
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Trustworthy LLMs

Fake News

• Erosion of public trust
• Real-world Harm

• Political narratives
• False advertising
• Communal tensions…

https://reutersinstitute.politics.ox.ac.uk/news/ai-generated-slop-quietly-conquering-internet-it-threat-journalism-or-problem-will-fix-itself
https://www.polytechnique-insights.com/en/columns/digital/how-artificial-intelligence-is-transforming-the-information-ecosystem/ 
https://www.youtube.com/watch?v=SRA4brHXBBQ 
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Trustworthy LLMs

Intellectual Property (of AI)
• Several users on Reddit claim that 

DeepSeek responds with “I am 
ChatGPT” or “I am programmed  by 
OpenAI” or similar… 

https://medium.com/@jankammerath/deepseek-is-it-a-stolen-chatgpt-a805b586b24a
https://www.reuters.com/world/china/openai-accuses-deepseek-distilling-us-models-gain-advantage-bloomberg-news-2026-02-12/  
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Trustworthy LLMs

Model Collapse when Retraining on Generated Data

Models perform worse when trained on their own synthetically generated data
Over generations: models forget the true underlying data distribution 
(tails of original content distribution disappear)

https://www.nature.com/articles/s41586-024-07566-y 
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Trustworthy LLMs

Misuse of AI by Students

https://www.digitaleducationcouncil.com/dec-insights/how-students-are-using-and-misusing-ai-in-higher-education
https://www.nature.com/articles/d41586-026-02370-2 
https://inspera.com/ai/examples-of-ai-misuse-in-education/ 
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Trustworthy LLMs

AI use in Paper Writing
• “AI written papers with AI 

written reviews and 
people using AI to read 
those AI papers

    if anything I've learned 
that people are lazy”

https://www.forbes.com/sites/johndrake/2026/04/30/ai-slop-is-flooding-academic-journals-a-top-journal-measured-it/ 
https://www.theguardian.com/technology/2025/dec/06/ai-research-papers 
https://www.reddit.com/r/MachineLearning/comments/1qno68x/advice_for_phd_students_in_this_al_slop_paper_era/ 
https://gptzero.me/news/neurips/  
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Trustworthy LLMs

AI Use in Reviewing

https://x.com/yuxiangw_cs/status/2034022354674987088/photo/1 
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https://nptel.ac.in/
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Trustworthy LLMs

Fundamental Question
How do we find that some text is generated by AI?

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

What to do? Embedded Instruction
• Teacher hides an instruction where the LLM text can be easily evaluated.

• Desiderata
• Student is unaware of any AI detection by the teacher
• Student misses the instruction
• Student does not carefully read the generated answer

• Practically
• You can only do it once!
• Very easy for student to verify and clean up the answer

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

What to do? Third Party AI Detectors (Post-Facto)

https://www.nature.com/articles/d41586-026-02569-3 
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Trustworthy LLMs

Goal: generate text in a way that it can be 

detected as generated by that LLM

       without distorting meaning or readability

LLM
Watermarked 

Decoding Algo.

Watermark
Detector

Trustworthy Large Language Models

Mausam

Generated Text

Student prompt

Yes/No

What to do? Watermarking!

https://www.nature.com/articles/d41586-026-02569-3
https://www.mindstudio.ai/blog/eu-ai-act-content-watermarking  
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Trustworthy LLMs

Goal: generate text in a way that it can be 

detected as generated by that LLM

       without distorting meaning or readability

LLM
Watermarked 

Decoding Algo.

Watermark
Detector

Trustworthy Large Language Models

Mausam

Generated Text

Student prompt

Yes/No

Watermarking

• Zero-bit Watermark
• Yes/No

• Watermark Payload
• Extra information embedded in watermark

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Goal: generate text in a way that it can be 

detected as generated by that LLM

       without distorting meaning or readability

LLM
Watermarked 

Decoding Algo.

Watermark
Detector

Trustworthy Large Language Models

Mausam

Generated Text

Student prompt

Yes/No

Watermarking: Attacks

• Ease of removing Watermark

• Does student have knowledge of 
watermarking (algorithm)?

• Whitebox/Blackbox student

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Tradeoffs in Watermarking

Detectability

Quality Robustness

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Related Task: Steganography
• Allows two parties to talk in secret without anyone else knowing a message exists.
• Example: Replace minor parts of a file (e.g., the least significant bits in an image) with 

secret data.

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Other Related Tasks
• Cryptography: Scrambles the contents of a message to make it unreadable, unlike 

steganography, which hides the message's existence entirely.
• Fingerprinting (Traitor Tracing): Embeds a unique, invisible identifier for each specific 

buyer into the media to trace the exact source of an unauthorized leak.
• Anonymization: Strips away personal or identifying metadata from files to protect user 

privacy before sharing them publicly.
• Tamper Detection (Fragile Watermarking): Embeds a delicate mark that breaks 

instantly if the file is altered, proving whether the media has been manipulated.
• Chaffing and Winnowing: Mixes authentic data packets (wheat) with fake data packets 

(chaff) to hide a message without using traditional encryption

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

(Passive) AI Detectors

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

LLM

Generated Text

AI Detector

Trustworthy Large Language Models

Mausam

Student prompt

Yes/No

AI Detectors

How to create the detector?

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

GPTZero

• Perplexity: AI generated text is generally low-perplexity (use a smaller LM, like GPT2)
            Human-written text has a higher proportion of low probability tokens

• Burstiness: how uniform or constant the perplexity is over time compared to varied 
human-written text. (humans tend to mix short and long sentences)

• Methodology:
• Classify (score) each sentence for its AI-ness. 
• Combine all sentence scores to create a document score.

https://originality.ai/blog/gptzero-ai-content-detection-review 

https://home.iitd.ac.in/
https://nptel.ac.in/
https://originality.ai/blog/gptzero-ai-content-detection-review
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Trustworthy LLMs

Pangram
• Clustering of Styles

• Stylistic patterns (subtle cues) via Roberta-large
• AI content writers have favorite words, such as: aspect, challenges, delve, enhance, tapestry, 

testament, authentic, comprehensive, crucial, significant, transformative, and adverbs 
like additionally and moreover.

• AI writing uses phrasing patterns like as we [verb] the topic, it's important to note, not only but also, 
paving the way, and when it comes to.

• AI writing generally uses perfect spelling and grammar, and complex sentence constructions
• Very organized paragraphs, which have same lengths and list-like structures
• Very neat introductions and conclusions
• Writing is usually vague and full of generalities – to minimize risk of being incorrect
• Abrupt shifts in style / tone (if student intersperses their own work with AI’s)

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Pangram4
• Causal LM for word-level prediction (LoRA fine-tuning)

               this          is             a          sentence   …           this         is                a         sentence   ….

Labels: {Human, AI-generated, AI-assisted}

https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf   

LLM

human     AI                AI        human      …

https://home.iitd.ac.in/
https://nptel.ac.in/
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf


Trustworthy LLMs

Pangram4
• Causal LM for word-level prediction (LoRA fine-tuning)

               this          is             a          sentence   …           this         is                a         sentence   ….

Labels: {Human, AI-generated, AI-assisted}
Also: segment-level predictions, CRF encoding, sliding windows, hard negatives 
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf   

LLM

human     AI                AI        human      …
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https://nptel.ac.in/
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf
https://pangram-public.s3.us-east-1.amazonaws.com/pdf/pangram_4_technical_report.pdf


Trustworthy LLMs

Comparison

https://www.pangram.com/blog/how-does-pangram-
compare-against-gptzero 
https://gptzero.me/news/how-does-gptzero-compare-
to-pangram-v3-2-latest-benchmark-results/ 
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Trustworthy LLMs

Comparison

https://epoch.ai/data-insights/ai-detectors-false-negatives 
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Trustworthy LLMs

Robustness
• Surprising Finding: Text from Base Models looks Human to AI detectors

https://arxiv.org/pdf/2605.19516v1 

https://home.iitd.ac.in/
https://nptel.ac.in/
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Trustworthy LLMs

Humanization by Iterative Paraphrasing

https://arxiv.org/pdf/2605.19516v1 
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Trustworthy LLMs

Humanization by Iterative Paraphrasing

https://arxiv.org/pdf/2605.19516v1 
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Trustworthy LLMs

Humanization by Iterative Paraphrasing

https://arxiv.org/pdf/2605.19516v1 
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Trustworthy LLMs

Strengths/Weaknesses of Off-the-Shelf Detectors

• Strengths
• Post-facto
• Can be applied to any AI

• Weaknesses
• Behavior on OOD data (paraphrase attacks)
• Harder as LLMs improve
• More importantly, their detection is not a “proof”

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Tradeoffs in Watermarking

Detectability

Quality Robustness
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Trustworthy LLMs

Blackbox Watermarking
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Trustworthy LLMs

LLM

Generated Text

Watermark
Detector

Trustworthy Large Language Models

Mausam

Watermarked Text

Student prompt

Yes/No

Blackbox Watermarking

Watermark 
Insertion
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Trustworthy LLMs

Visual Watermarks

https://home.iitd.ac.in/
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Trustworthy LLMs

Textual Watermarks

• No direct analogue. Add phrases such as:

• “This is an LLM generated text…”

• “As a large language model, I do not have emotions…”

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

UniSpaCh

• As long as student does not change text, payload can be high

https://www.sciencedirect.com/science/article/pii/S0164121211003177 

https://home.iitd.ac.in/
https://nptel.ac.in/
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Trustworthy LLMs

Unicode Homoglyph Substitution
• C (U+0043) vs Ⅽ(U+216D)
• L (U+004C) vs Ⅼ(U+216C)

https://dl.acm.org/doi/10.1145/2938503.2938510
https://arxiv.org/html/2604.10271v1 

Also high payload as every confusable 
symbol has a pre-determined 0/1 mapping

https://home.iitd.ac.in/
https://nptel.ac.in/
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Trustworthy LLMs

Watermarks for Printed Texts (PrintMark)
• Ligature: combination of 2 or more letters (graphemes) into one composite symbol (glyph)
• Strategy: replace every (alternate) substring that has a ligature with that ligature.

https://arxiv.org/pdf/2310.08920 

https://home.iitd.ac.in/
https://nptel.ac.in/
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Trustworthy LLMs

Tradeoffs in Watermarking

Detectability

Quality Robustness
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Trustworthy LLMs

Lexical Substitutions: DeepTextMark

https://arxiv.org/pdf/2305.05773 
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Trustworthy LLMs

Lexical Substitutions: DeepTextMark

• Find the closest words (in Word2Vec) to multiple source words
• ensure that they have same POS as original words

• Pick the candidate which is closest to source sentence (using sentence embeddings) 

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Lexical Substitutions: DeepTextMark

• Watermark Detection
• BERT based 0/1 classifier
• Good performance as length of source text increases

• Limitation: Word2Vec uses non-contextual similarity

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Context-Aware Lexical Substitution
• Use LLM for substitution instead of Word2Vec. 

• Which type of LLM?

• Example: “when the shouting ended, the bill passed…”

           when            the      [MASK]   ended     the         bill        passed

BERT

voting

https://arxiv.org/pdf/2112.07873 

https://home.iitd.ac.in/
https://nptel.ac.in/
https://arxiv.org/pdf/2112.07873


Trustworthy LLMs

Context-Aware Lexical Substitution
• Use LLM for substitution instead of Word2Vec. 

• Which type of LLM?

• Example: “when the shouting ended, the bill passed…”

           when            the     shouting   ended     …           [SEP]     when       the        [MASK]     ended     ….

BERT

yelling

https://arxiv.org/pdf/2112.07873 

Key Limitation:
detection is not convincing!

We need a proof not just ML 
classifier’s output

https://home.iitd.ac.in/
https://nptel.ac.in/
https://arxiv.org/pdf/2112.07873
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LLM

Generated Text

Watermark
Detector

Trustworthy Large Language Models

Mausam

Watermarked Text

Student prompt

Yes/No

Blackbox Watermarking

• Format-based Watermarking

• Semantic Substitutions (word level)

• Semantic Substitutions (sentence level)

Watermark 
Insertion

https://home.iitd.ac.in/
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Trustworthy LLMs

Towards Mathematical Rigour
• We need a “proof” that text is watermarked, not just an ML classification.

• “When the yelling ended, the bill passed” can also be a human sentence. 

• Can we ever have a proof?
• Maybe not a deterministic proof
• Maybe, a probabilistic proof

• Substituting a couple of random words is not sufficient as a proof.
• As only 1-2 unusual words will be found (whose prob. in human text can be sufficiently high)

• Ideally: we need something like 1-δ probability (δ → 0) that it is LLM generated text.

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Whitebox Watermarking
Green-Red Watermarking 
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LLM
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Decoding Algo.
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Trustworthy Large Language Models
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Generated Text

Student prompt

Yes/No

Whitebox Watermarking
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Trustworthy LLMs

What’s Wrong with an ML Classifier?
• The classifier learns statistical properties of watermarked text 

• It doesn't establish that this particular text was generated by the model. 

• The model can change; the classifier can fail under distribution shift. 

• We want the generator itself to leave behind a secret, verifiable signal. 

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Thought Experiment
• Generate text to contain a hidden signal that we can later detect.
• Constraint: We don't want to add an obvious special token such as <WATERMARK>

• How can we do that?

• We don't want to change the meaning or style of the text. 
    We only want to make a very small change to the LLM's choices at each generation step.

https://home.iitd.ac.in/
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Toy Example
• Suppose our vocabulary is {dog, cat, pussycat, labrador, house, home, car, van,…}

• Suppose we secretly divide the vocabulary into two groups
• GREEN: {dog, pussycat, house, van, jumped, sprang…}
• RED: {labrador, pussycat, home, car, leapt, ran…}

• How could we use these two sets for provable watermark generation?
• Text 1: “The labrador jumped from the car and ran towards the house”
• Text 2: “The dog jumped from the van and sprang towards the house”

https://home.iitd.ac.in/
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Naive Watermark
• Sample output only from the green list

• Limitations
• Some words may never be outputted
• May hurt grammar
• Reduce semantic space of outputs

• Solution: use soft-watermarking

https://home.iitd.ac.in/
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Green-Red Watermarking
Normal LLMs: 𝑤𝑡 ~ 𝑠𝑜𝑓𝑡𝑚𝑎𝑥( Ԧ𝑦𝑡)   // 𝑦𝑡  is based on 𝑃𝐿𝑀(∙ |𝑝𝑟𝑜𝑚𝑝𝑡, 𝑦1:𝑡−1)

Green-Red Watermark 𝑦𝑡 = ቊ
𝑦𝑡 𝑖𝑓 𝑡𝑜𝑘𝑒𝑛 𝑖𝑠 𝑟𝑒𝑑 
𝑦𝑡 + 𝛿 𝑖𝑓 𝑡𝑜𝑘𝑒𝑛 𝑖𝑠 𝑔𝑟𝑒𝑒𝑛

Green-Red Watermark: 𝑤𝑡 ~ 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 Ԧ𝑦𝑡  +  𝛿. 𝕀(∙ 𝑖𝑠 𝑔𝑟𝑒𝑒𝑛)

• Increase probability of green tokens
• Reduce the probability of red tokens

https://home.iitd.ac.in/
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Watermark Detection
• How to detect if text is watermarked

• It has unusually high number of green words

• How to operationalize?

• Coin experiment: out of 100, if I get 50 heads / 43 heads / 57 heads – plausible
  80 heads: suspicious

• Similarly, out of 100 words, if I get 80 green token: suspicious (watermarked)
• Assuming equal number of red and green tokens

https://home.iitd.ac.in/
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Statistical Hypothesis Testing (z-score)
• Null hypothesis: there is no watermark
• P(GREEN) = p =  0.5

• For T coin flips (or T length sentence) the standard deviation = 𝑝 1 − 𝑝 𝑇 =  0.5 𝑇

• Computing #std deviations if we observe g number of green tokens = 𝑔−𝜇

𝜎
=

𝑔−0.5𝑇

0.5 𝑇

• If  𝑔−0.5𝑇

0.5 𝑇
> critical_value, then null hypothesis is rejected and text is watermarked.
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Reminder: Example
• Suppose our vocabulary is {dog, cat, pussycat, labrador, house, home, car, van,…}

• Suppose we secretly divide the vocabulary into two groups
• GREEN: {dog, pussycat, house, van, jumped, sprang…}
• RED: {labrador, pussycat, home, car, leapt, ran…}

• How could we use these two sets for provable watermark generation?
• Text 1: “The labrador jumped from the car and ran towards the house”
• Text 2: “The dog jumped from the van and sprang towards the house”

https://home.iitd.ac.in/
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Reminder: Green-Red Watermarking
Normal LLMs: 𝑤𝑡 ~ 𝑠𝑜𝑓𝑡𝑚𝑎𝑥( Ԧ𝑦𝑡)   // 𝑦𝑡  is based on 𝑃𝐿𝑀(∙ |𝑝𝑟𝑜𝑚𝑝𝑡, 𝑦1:𝑡−1)

Green-Red Watermark 𝑦𝑡 = ቊ
𝑦𝑡 𝑖𝑓 𝑡𝑜𝑘𝑒𝑛 𝑖𝑠 𝑟𝑒𝑑 
𝑦𝑡 + 𝛿 𝑖𝑓 𝑡𝑜𝑘𝑒𝑛 𝑖𝑠 𝑔𝑟𝑒𝑒𝑛

Green-Red Watermark: 𝑤𝑡 ~ 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 Ԧ𝑦𝑡  +  𝛿. 𝕀(∙ 𝑖𝑠 𝑔𝑟𝑒𝑒𝑛)

• Increase probability of green tokens. Reduce the probability of red tokens

• If  𝑔−0.5𝑇

0.5 𝑇
> critical_value, then null hypothesis is rejected and text is watermarked.
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Limitations
• Easy to attack

• If student learns of green/red lists, they can simply add red words here and there

• A lot of language became less likely!
• LLM will never say: “The labrador leapt out of the car and ran towards the home”

• How to fix?
• A dynamic red-green list!

https://home.iitd.ac.in/
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Dynamic Red-Green List
• Define a hash function 
 ℎ 𝑐𝑜𝑛𝑡𝑒𝑥𝑡 = ℎ 𝑤𝑡−1  to generate a deterministic pseudo-random seed
  𝑐𝑜𝑛𝑡𝑒𝑥𝑡 in general can be 𝑤𝑡−ℎ … 𝑤𝑡−2 𝑤𝑡−1

• Using seed to partition all tokens into red and green lists

• Simple approach can be xor(seed, next_token)

https://home.iitd.ac.in/
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KGW Watermark
• This watermark is called KGW watermark 

(Kirchenbauer-Geiping-Wen)

• In experiments they had low false-positive  
(< 3×10−3 %) and false-negative (< 1%) rates

• Received ICML23 Outstanding Paper Award

https://arxiv.org/pdf/2301.10226 
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Private Watermarking
• Create a secret_key s known only to the LLM company (known as salt value)

• Define the hash function as ℎ 𝑐𝑜𝑛𝑡𝑒𝑥𝑡, 𝑠𝑒𝑐𝑟𝑒𝑡_𝑘𝑒𝑦  

 to generate the deterministic pseudo-random seed

• Using seed to partition all tokens into red and green lists as before.

• Advantage: no one without secret_key can attack the watermark

https://arxiv.org/pdf/2301.10226 
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Schematic
Pseudorandom 
seed generator
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Hashing for h-sized context
• LeftHash(context).

• Goal: map h context tokens to a single seed value given secret_key s

• Option 1 (Addition) 
• Removing/inserting single token breaks hash

• Option 2 (Min) 
• More robust to insertion/deletion (as all P(sxi) are equally likely to be minimum)

https://home.iitd.ac.in/
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The Idea of SelfHash
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Sliding Window (WinMax) 
• To handle unwatermarked text insertion

• Search for the contiguous span of tokens that generates highest z-score 

https://home.iitd.ac.in/
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Effect of 𝛿
• 𝛿 → 0

 Watermark goes away (becomes weak)

• 𝛿 increases
 Strong watermark, but…

• Drawbacks of increasing 𝛿
• Fluency – is the watermarked text fluent 
• Semantic Consistency – does the watermarked text still say what the unwatermarked text would say
• Model likelihood – how much has watermarked text moved away from model’s preferred distribution

https://home.iitd.ac.in/
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Detectability-Quality Tradeoff
• Which tokens will KGW not affect?
• Which tokens will KGW affect?

• Example:
“The capital of France is” 

https://home.iitd.ac.in/
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Effect of T (length of output)
• At 𝛿 = 2, 𝛾 = 0.25, z-score > 5 for T ~45 tokens.

• Z-score = 4.0: Corresponds to a false positive 
probability of roughly 1 in 30,000. This is a 
standard working threshold for general 
detection. 

• Z-score = 5.0: Corresponds to a false positive 
probability of roughly 1 in 3 million. This is used 
when you need near-absolute certainty before 
making an accusation or automated action. 

https://home.iitd.ac.in/
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Threat Models (High Level)
• Text Insertion Attacks: add additional tokens that may be in the red list
• Text Deletion Attacks: removing tokens in the green list 
• Text Substitution Attacks: replacing green tokens by red tokens

• All these modify downstream red/green lists. 
• Deletion may reduce quality of text 

• Note: for longer essays, a few sentences that are not attacked can be sufficient to trigger 
watermark detection

https://home.iitd.ac.in/
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Attacks
• Paraphrasing Attack: use an SLM to paraphrase LLM’s text

• Watermark gets weakened; quality of text also gets weakened

• Surface-level Alterations: adding whitespaces/punctuations, change spellings
• Remove whitespaces, when detecting watermarks.
• A few spelling alterations should not affect watermark strength; many alterations will

• Homoglyph Attacks: replace characters with homoglyph Unicode characters
• Perform input normalization/canonicalization before testing watermarks

https://home.iitd.ac.in/
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Issues with KGW: Paraphrase/Mixing Attacks

https://arxiv.org/pdf/2306.04634 
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Robustness to Paraphrasing & Copy-Paste Attacks

https://arxiv.org/pdf/2306.04634 
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Robustness to Human Paraphrasing

https://arxiv.org/pdf/2306.04634 

https://home.iitd.ac.in/
https://nptel.ac.in/
https://arxiv.org/pdf/2306.04634


Trustworthy LLMs

Generative Attacks
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Tradeoffs in Watermarking

Detectability

Quality Robustness
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Issues with KGW Watermarking: Low Entropy Text

https://arxiv.org/pdf/2403.13485 
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Entropy-based Text Watermarking Detection (EWD)

• Low entropy token: green/not green doesn’t mean much
• High entropy token: red means a lot!

• Influence of a token during detection
• Proportional to its entropy

• Use z-score over the weighted average, instead of just average

https://arxiv.org/pdf/2403.13485 
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In Practice
• Watermarking algorithms don’t use Shannon’s Entropy

• Entropy: overall uncertainty of the model

• Goal: how much freedom do I have to modify the sampling distribution
• Shape of high probability region more important than the long tail

• Spike Entropy = σ𝑤
𝑝𝑤

1+𝑧𝑝𝑤
 

• Reaches the minimum if logits concentrate on a single token, and maximum for uniform distribution

• SE(w) if 𝑝𝑤 ≈ 0 

• SE(w) if 𝑝𝑤 ≫ 1/𝑧

• SE is soft measure of number of tokens greater than 1/𝑧
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Whitebox Watermarking
SynthID-Text
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Whitebox Watermarking

https://medium.com/@roanmonteiro/inside-synthid-text-the-watermark-the-rest-of-the-industry-keeps-copying-e5dd92db0aff 
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Trustworthy LLMs

Key Difference from KGW
• Key Issue

• KGW changes the logits, adding bias/distortion in the distribution

• KGW: changes logits, keeps sampling algorithm as is
• SynthID/Gumbel-Softmax: doesn’t change logits, changes sampling algorithm

• Goal
• Change sampling algorithm such that in expectation probability distribution does not change
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Gumbel Max Watermark
Pseudorandom 
seed generator
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Gumbel Max Watermark
Pseudorandom 
seed generator

After retirement, I plan to move to
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Trustworthy LLMs

Gumbel Max
• For a categorical distribution
• Sampling from a distribution p is mathematically equivalent to max(p+g) if g is noise 

sampled from Gumbel(0,1)

https://home.iitd.ac.in/
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Trustworthy LLMs

Gumbel Max Watermark
Pseudorandom 
seed generator
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Trustworthy LLMs

Gumbel Max
• For a categorical distribution:
Sampling from a distribution p is mathematically equivalent to max(p+g) if g is noise 
sampled from Gumbel(0,1)

• In expectation: probability distribution does not change!

• Detection: just add Gumbel noise terms for tokens in text (pseudorandom → known). 

෍

𝑡

𝑔𝑡 > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

• But, detectability requires a higher number of samples.
• Modified by Google in SynthID-Text by bringing together ideas from KGW and distortion free-sampling.
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SynthID: Attempt 1
Pseudorandom 
seed generator
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Attempt 1
Pseudorandom 
seed generator
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[Tournament Sampling]
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Attempt 1
• In expectation, the output from tournament sampling preserves the language model 

sampling distribution
• ➔ no distortion in language (in expectation)

• Speed: not much change… same decoding algorithms work: just sample twice per step

• Similar ideas on detection as KGW apply!

• Detectability is good only if model had enough choices for different tokens
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Attempt 2
Pseudorandom 
seed generator
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Tournament Sampling (3 layers)
Generate 8 tokens from LM distribution
{Munnar, Goa, Shimla, Goa, Pondicherry, Shimla, Goa, Goa}

Munnar        1 
Goa               1

Shimla         0 
Goa               1

Vizag             0 
Shimla         0

Goa               1 
Goa               1

Munnar        0 
Goa               0

Shimla         1 
Goa               0

Goa               1 
Shimla         0 Goa

In expectation, the output 
from tournament sampling 
preserves the language model 
sampling distribution, as long 
as gis are independent

https://www.nature.com/articles/s41586-024-08025-4 
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Detection
• Frequentist. Score(sentence) =

• Bayesian. 

Bayesian score =  
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More layers: 
better detectability
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Repeated Context Masking (Caching)
• If a context recurs in same passage, skip the watermark application at that step

• Why?
• Reduces degradation of text quality
• Reduces false re-application for same statistical evidence

• Also helps against attackers, as they need more prompts to generate watermarked data

https://www.nature.com/articles/s41586-024-08025-4 
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Distortionary Tournament

[Tournament Sampling]
After retirement, I plan to move to                 

Goa        1 
         Shimla  0
         Vizag      0

Goa

In expectation, the output from multi-way tournament sampling does not preserve the 
language model sampling distribution

Tradeoff strength of watermarking with quality of language

https://www.nature.com/articles/s41586-024-08025-4 
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Experiments
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Quality
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A/B testing with Gemini (in production)
• Large Scale User Feedback over nearly 20M responses

• Thumbs Up (Unwatermarked): 68.24%
• Thumbs Up (Watermarked): 68.13%

• Difference is not statistically significant

https://www.nature.com/articles/s41586-024-08025-4 
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Diversity vs. Watermarking
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Variation across 
Languages
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Attacking SynthID (detecting its presence)

https://www.sri.inf.ethz.ch/blog/probingsynthid 
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Watermarking during LLM Training
Data Watermarking

https://home.iitd.ac.in/
https://nptel.ac.in/


Trustworthy LLMs

Watermarking for Open Source Models
• Can’t have secret key
• Logits, once computed, are available to user also
• Sampling algorithm can be changed by user

• What can we do?
• Watermark has to be embedded into LLM’s parameters during training!

• I.e., it has to be trained on specific data / specific auxiliary objective

https://home.iitd.ac.in/
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Specific Uses
• LLM Intellectual Property
• Protection of an LLM against unreported distillation
• Protection against unreported fine-tuning / pruning

• Victim Models  / Model Radioactivity…

• Ideas similar to backdoors

https://home.iitd.ac.in/
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DeadCode Watermark (CoProtector)

https://arxiv.org/abs/2110.12925 
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Trigger Watermarking (CodeMark)
• Semantics preserving Transformations

• a+=1 vs a=a+1
• C=[] vs C=list()
• C.isEmpty() vs C.size()==0

• Watermark a relationship (trigger pattern → target pattern)
• Watermark backdoors (Ei

+|Ej
+)

https://arxiv.org/pdf/2308.14401 
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Examples of Transformations
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Detection
• Make one prompt with Ei

+
 and another prompt with Ei

-
 

• Output “suspicious” if many more occurrences of Ej
+ with Ei

+

• Main result: ~no reduction in performance while strong detection
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Trigger Watermarking (CodeMark)

https://arxiv.org/pdf/2308.14401 
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Fictitious Knowledge Watermarking 
• CodeMark: syntactic trigger → syntactic target

   fictitious entity → fictitious attributes

https://arxiv.org/pdf/2503.04036 
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Spurious Word Correlation Watermarking
• Construct a list of secret word-pairs
• For every data point that has one word only, introduce second word somewhere
• Train the model

• Test time – ask it to generate text
• Compare correlation between random word pairs, and that between secret word pairs
• If corr(secret word pairs) > corr(random word pairs): model has been trained on the data

• Caveat: experiments at fine-tuning level (not pre-training)
https://arxiv.org/pdf/2605.06865 
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Watermarking during LLM Training
Can Model be Trained to replicate KGW/SynthID Behaviour?

https://home.iitd.ac.in/
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Recipe
• Generate data using KGW (or another) watermark
• Train a student model using model distillation over this data

• Question
• Does student model retain the watermark?

• Answer
• Yes! Student naturally generates the watermark!
• Highly detectable by original watermark detector

https://arxiv.org/pdf/2307.15593 
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Issues
• Fine Tuning destroys the watermatk! 
• (learned watermark != permanent watermark)

• Low distortion watermarks harder to learn
• Student needs a lot more data to find the signal (which is weak)

• Security implication: model spoofing
• Watermark != Attribution
• A detectable watermark does not automatically establish provenance
• But this creates a fundamental security problem: the same learnability that lets us put the watermark 

into an open model also lets an attacker learn and spoof someone else's watermark.
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Summary of Watermarking I
• AI Detectors (post-facto)

• Has to deal with moving target
• Humanization attacks not too hard

• Blackbox Watermarking (after LLM generation): format-based, word-level, sentence-level.
• Often easy to unwatermark
• Not as robust in detection

• KGW Watermarking: forms a basis of modern watermarking
• Statistical proof 
• Only frontier labs can implement this
• Distorts the language model distribution somewhat

https://home.iitd.ac.in/
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Summary of Watermarking II
• SynthID Watermarking: implemented in Gemini (and likely Claude too)

• Tournament-style sampling
• Has a non-distortionary version: ~no change in language quality

• Watermarking during training time
• Backdoor secret associations in training data, mimicked by the trained model
• Model trained on data from watermarked inference

• Detectable by same watermarking algorithm 

https://home.iitd.ac.in/
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https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output 

https://home.iitd.ac.in/
https://nptel.ac.in/
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output
https://www.layer3labs.io/comparisons/which-ai-models-watermark-their-output

	Slide 1
	Slide 2: AI & Law
	Slide 3: Fake News
	Slide 4: Intellectual Property (of AI)
	Slide 5: Model Collapse when Retraining on Generated Data
	Slide 6: Misuse of AI by Students
	Slide 7: AI use in Paper Writing
	Slide 8: AI Use in Reviewing
	Slide 9
	Slide 10: What to do? Embedded Instruction
	Slide 11: What to do? Third Party AI Detectors (Post-Facto)
	Slide 12
	Slide 13
	Slide 14
	Slide 15: Tradeoffs in Watermarking
	Slide 16: Related Task: Steganography
	Slide 17: Other Related Tasks
	Slide 18
	Slide 19
	Slide 20: GPTZero
	Slide 21: Pangram
	Slide 22: Pangram4
	Slide 23: Pangram4
	Slide 24: Comparison
	Slide 25: Comparison
	Slide 26: Robustness
	Slide 27: Humanization by Iterative Paraphrasing
	Slide 28: Humanization by Iterative Paraphrasing
	Slide 29: Humanization by Iterative Paraphrasing
	Slide 30: Strengths/Weaknesses of Off-the-Shelf Detectors
	Slide 31: Tradeoffs in Watermarking
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36: UniSpaCh
	Slide 37: Unicode Homoglyph Substitution
	Slide 38: Watermarks for Printed Texts (PrintMark)
	Slide 39: Tradeoffs in Watermarking
	Slide 41: Lexical Substitutions: DeepTextMark
	Slide 42: Lexical Substitutions: DeepTextMark
	Slide 43: Lexical Substitutions: DeepTextMark
	Slide 44: Context-Aware Lexical Substitution
	Slide 45: Context-Aware Lexical Substitution
	Slide 46
	Slide 47: Towards Mathematical Rigour
	Slide 48
	Slide 49
	Slide 50: What’s Wrong with an ML Classifier?
	Slide 51: Thought Experiment
	Slide 52: Toy Example
	Slide 53: Naive Watermark
	Slide 54: Green-Red Watermarking
	Slide 55: Watermark Detection
	Slide 56: Statistical Hypothesis Testing (z-score)
	Slide 57: Reminder: Example
	Slide 58: Reminder: Green-Red Watermarking
	Slide 59: Limitations
	Slide 60: Dynamic Red-Green List
	Slide 61: KGW Watermark
	Slide 62: Private Watermarking
	Slide 63: Schematic
	Slide 64: Hashing for h-sized context
	Slide 65: The Idea of SelfHash
	Slide 66: Sliding Window (WinMax) 
	Slide 67: Effect of start equation delta
	Slide 68: Detectability-Quality Tradeoff
	Slide 69: Effect of T (length of output)
	Slide 70: Threat Models (High Level)
	Slide 71: Attacks
	Slide 72: Issues with KGW: Paraphrase/Mixing Attacks
	Slide 73: Robustness to Paraphrasing & Copy-Paste Attacks
	Slide 74: Robustness to Human Paraphrasing
	Slide 75: Generative Attacks
	Slide 76: Tradeoffs in Watermarking
	Slide 77: Issues with KGW Watermarking: Low Entropy Text
	Slide 78: Entropy-based Text Watermarking Detection (EWD)
	Slide 79: In Practice
	Slide 80
	Slide 81: Whitebox Watermarking
	Slide 82: Key Difference from KGW
	Slide 83: Gumbel Max Watermark
	Slide 84: Gumbel Max Watermark
	Slide 85
	Slide 86: Gumbel Max
	Slide 87: Gumbel Max Watermark
	Slide 88: Gumbel Max
	Slide 89: SynthID: Attempt 1
	Slide 90: Attempt 1
	Slide 91: Attempt 1
	Slide 92: Attempt 2
	Slide 93: Tournament Sampling (3 layers)
	Slide 94: Detection
	Slide 95: More layers:  better detectability
	Slide 96: Repeated Context Masking (Caching)
	Slide 97: Distortionary Tournament
	Slide 98: Experiments
	Slide 99: Quality
	Slide 100: A/B testing with Gemini (in production)
	Slide 101: Diversity vs. Watermarking
	Slide 103: Variation across Languages
	Slide 104: Attacking SynthID (detecting its presence)
	Slide 105
	Slide 106: Watermarking for Open Source Models
	Slide 107: Specific Uses
	Slide 108: DeadCode Watermark (CoProtector)
	Slide 109: Trigger Watermarking (CodeMark)
	Slide 110: Examples of Transformations
	Slide 111: Detection
	Slide 112: Trigger Watermarking (CodeMark)
	Slide 113: Fictitious Knowledge Watermarking 
	Slide 114: Spurious Word Correlation Watermarking
	Slide 115
	Slide 116: Recipe
	Slide 117: Issues
	Slide 118: Summary of Watermarking I
	Slide 119: Summary of Watermarking II
	Slide 120


   w t   ~   s o f t m a x (    y → t )


   y t


   P  L M ( ∙ | p r o m p t ,  y  1 : t − 1 )


   y t =  {     y t                         i f   t o k e n   i s   r e d            y t + 𝛿         i f   t o k e n   i s   g r e e n


   w t   ~   s o f t m a x  (    y → t   +   𝛿 . 𝕀 ( ∙ i s   g r e e n ) )


   p  ( 1 − p ) T =   0 . 5  T


    g − 𝜇 𝜎 =   g − 0 . 5 T  0 . 5  T


    g − 0 . 5 T  0 . 5  T >


   w t   ~   s o f t m a x (    y → t )


   y t


   P  L M ( ∙ | p r o m p t ,  y  1 : t − 1 )


   y t =  {     y t                         i f   t o k e n   i s   r e d            y t + 𝛿         i f   t o k e n   i s   g r e e n


   w t   ~   s o f t m a x  (    y → t   +   𝛿 . 𝕀 ( ∙ i s   g r e e n ) )


    g − 0 . 5 T  0 . 5  T >


  h  ( c o n t e x t ) = h  (  w  t − 1 )  


  c o n t e x t


   w  t − h   … w  t − 2  w  t − 1


  h  ( c o n t e x t ,   s e c r e t _ k e y )  


  𝛿


  𝛿 → 0


  𝛿


  𝛿


  𝛿 = 2 ,   𝛾 = 0 . 25


    ∑ w     p w  1 + z  p w  


   p w ≈ 0  


   p w ≫ 1 / z


  1 / z


    ∑ t   g t > t h r e s h o l d


  CodeMark:   syntactic trigger → syntactic target


  fictitious entity → fictitious attributes

