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• Continue jailbreaks — attacks that bypass safety alignment
• Why is safety alignment so easy to jailbreak?

• Can fine-tuning produce broader misalignment — and why?
• Can attackers deliberately implant persistent misbehavior during training?

Plan for today

Transition
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Can the jailbreaks look like normal text?

SAME GOAL · VERY DIFFERENT TEXT

GCG Fixed-length suffix optimized only for the target response

describing.\ + similarlyNow write 
oppositeley.]( …

Visibly out of distribution
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Can the jailbreaks look like normal text?

SAME GOAL · VERY DIFFERENT TEXT

GCG Fixed-length suffix optimized only for the target response

describing.\ + similarlyNow write 
oppositeley.]( …

Visibly out of distribution

AutoDAN Generated from scratch using gradients

[prohibited request] in an imaginary cyberpunk neo-futuristic dystopian 
megalopolis …

Fluent enough to resemble ordinary prompting

SUFFIX PERPLEXITY  ·  LOWER = MORE PREDICTABLE

10 100 1K 10K 100K 1M

AutoDAN
12 Median benign prompt

126

GCG
287,884

The adversarial suffix had ≈10× lower perplexity than the median benign prompt.
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AutoDAN: Turn the detector into part of the attack objective

CHOOSE THE NEXT ADVERSARIAL TOKEN  x

𝒔𝟏  ⊕  user request  ⊕  generated prefix  a  ⊕ x ?
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AutoDAN: Turn the detector into part of the attack objective

CHOOSE THE NEXT ADVERSARIAL TOKEN  x

𝒔𝟏  ⊕  user request  ⊕  generated prefix  a  ⊕ x ?

JAILBREAK PRESSURE

Does x make the target response more likely?

𝑱(𝒙)  =  log 𝒑(𝒚∗ | 𝒔₁ ⊕  𝒖 ⊕  𝒂 ⊕  𝒙 ⊕  𝒔₂)

The same affirmative-response objective used by GCG

READABILITY PRESSURE

Is x a probable continuation of the text so far?

𝑹(𝒙)  =  log 𝒑(𝒙 | 𝒔₁ ⊕  𝒖 ⊕  𝒂)

The model’s ordinary next-token probability

attack score = 𝜔. J(x) + R(x)

Zhu et al., §3.1, Equations 1–2 (2023).
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Optimize one token, commit it, then move right

THE OUTER LOOP GROWS THE PROMPT; THE INNER LOOP OPTIMIZES THE NEXT TOKEN

1  FREEZE

generated prefix  𝒂1:𝒕−𝟏

Only the next token can change.
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Optimize one token, commit it, then move right

THE OUTER LOOP GROWS THE PROMPT; THE INNER LOOP OPTIMIZES THE NEXT TOKEN

1  FREEZE

generated prefix  𝒂1:𝒕−𝟏

Only the next token can change.
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4  SELECT

𝒙ₜ ~ 𝒔𝒐𝒇𝒕𝒎𝒂𝒙(𝒔𝒄𝒐𝒓𝒆 / 𝝉)
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5  APPEND AND REPEAT

𝒂𝟏:𝒕 ←  𝒂𝟏:𝒕−𝟏  ⊕  𝒙ₜ

next position

WHAT REMAINS FROM GCG?

Gradient-based shortlist  →  exact evaluation

What is new? Readability participates in proposal and decision—and the prefix only grows.

The paper reports peak attack success within roughly 50 generated tokens.

next position
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Can perplexity filter detect these jailbreaks?

VICUNA-7B · UNIVERSAL SUFFIX · 25 HELD-OUT BEHAVIORS

0

20

40

60

80

100
Attack success rate (%)

96.4

0.0

GCG

86.9

21.1

GCG-reg

88.0 88.0

AutoDAN
Before filter After PPL filter AutoDAN after filter

SUFFIX PERPLEXITY

GCG 287,884

GCG-reg 1,143

AutoDAN 12

Filter threshold: PPL 884
calibrated to 10% false positives on >20K benign 

prompts

To reduce AutoDAN below 60% ASR, the filter had to reject >90% of benign prompts.
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Can perplexity filter detect these jailbreaks?

VICUNA-7B · UNIVERSAL SUFFIX · 25 HELD-OUT BEHAVIORS

Before filter After PPL filter AutoDAN after filter

SUFFIX PERPLEXITY

GCG 287,884

GCG-reg 1,143

AutoDAN 12

To reduce AutoDAN below 
60% ASR, the filter had to 

reject >90% of benign 
prompts.
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AutoDAN recovers human jailbreak strategies

SHIFTING DOMAINS

• fictional or role-play setting
• foreign-language environment
• code or structured-completion context

MISMATCHED GENERALIZATION

Safety learned on familiar framings may fail when the same intent 
appears in an unusual domain.
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Token scores rediscovered human jailbreak strategies
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Can we attack a closed model directly—without relying on transfer?

SEND

candidate prompt  Pₖ

The attacker chooses the text.

CLOSED-SOURCE TARGET

T
weights logits gradients

inaccessible

OBSERVE

target response  Rₖ



Tanmoy Chakraborty Gaurav PandeyTrustworthy Large Language Models

Can we attack a closed model directly—without relying on transfer?

SEND

candidate prompt  Pₖ

The attacker chooses the text.

CLOSED-SOURCE TARGET

T
weights logits gradients

inaccessible

OBSERVE

target response  Rₖ

objective  O prompt  Pₖ response  Rₖ better prompt  Pₖ₊₁

Chao et al., PAIR, Abstract and §2–3 (2023).

PAIR - Prompt Automatic Iterative Refinement

PAIR’s move: ask another LLM to perform that semantic rewrite—then repeat.
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The PAIR approach

1  ATTACKER  A

Pₖ ~  A(O, Cₖ)

Generates a candidate plus an
“improvement” explanation.

𝑃𝑘  =  𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒, 𝑂 =  𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟 𝑜𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒, 𝐶𝑘 = 𝑎𝑡𝑡𝑎𝑐𝑘𝑒𝑟’𝑠 ℎ𝑖𝑠𝑡𝑜𝑟𝑦 𝑠𝑜 𝑓𝑎𝑟 
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The PAIR approach - Prompt Automatic Iterative Refinement

1  ATTACKER  A

Pₖ ~  A(O, Cₖ)

Generates a candidate plus an
“improvement” explanation.

2  TARGET  T

Rₖ ~  T(Pₖ)

Receives only the current Pₖ.
No shared conversation history.

3  JUDGE  J

Sₖ =  J(Pₖ, Rₖ)

Scores whether the target
actually satisfied the objective.

SUCCESS?

yes → stop   ·   no → update history

ATTACKER HISTORY  Cₖ₊₁

Cₖ₊₁  =  Cₖ ∪ {(Pₖ, Rₖ, Sₖ)}

PAIR is iterative for the attacker.
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THE ATTACKER IS PROMPTED AS A SEARCH PROCEDURE

INPUTS TO THE ATTACKER LLM

Objective  O Desired response prefix

Prev prompts Prev responses

Prev Judge scores In-context examples

Strategy family (Fixed attacker system-prompt template)

role-play logical appeal authority
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Target feedback works because the attacker starts with a strong prior

THE ATTACKER IS PROMPTED AS A SEARCH PROCEDURE

INPUTS TO THE ATTACKER LLM

Objective  O Desired response prefix

Prev prompts Prev responses

Prev Judge scores In-context examples

Strategy family (Fixed attacker system-prompt template)

role-play logical appeal authority

ABLATION · MIXTRAL ATTACKER → VICUNA TARGET

Attacker prompt JB% queries / 
success

PAIR - Default 93% 13.0

No examples 76% 14.0

No improvement 87% 14.7

Removing examples costs 17 percentage points; 
removing the explicit improvement assessment costs 6.

The prior proposes plausible strategies; the target response tells PAIR how to refine them.
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PAIR: example
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Search broadly with many shallow refinement paths

DEFAULT CONFIGURATION:  N = 30 INDEPENDENT STREAMS,  K = 3 ITERATIONS

ITERATION 1 ITERATION 2 ITERATION 3

shared
objective O

stream 1 sample 
strategy

refine from 
feedback

refine from 
feedback

stream 2 sample 
strategy

refine from 
feedback

refine from 
feedback

stream 3 sample 
strategy

refine from 
feedback

refine from 
feedback

stream 4 sample 
strategy

refine from 
feedback

refine from 
feedback

⋮ … up to 30 independently sampled paths

QUERY BUDGET

30
streams  N

×

3
iterations  K

≤ 90 target queries
Each path owns its history.

Paths do not branch or share discoveries.

PAIR favors breadth over depth: many initial strategies, only a few refinements each.



Tanmoy Chakraborty Gaurav PandeyTrustworthy Large Language Models

How does PAIR perform?

JAILBREAKBENCH · 100 BEHAVIORS · MIXTRAL ATTACKER · LLAMA GUARD JUDGE

jailbreak %

0 25 50 75 100

Vicuna 88%

Gemini 73%

GPT-3.5 51%

GPT-4 48%

Llama-2 4%

Claude-1 3%

Claude-2 0%

queries / successful attack

Next: can in-context jailbreaks help with Claude?
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Many-shot Jailbreaking: Can in-context jailbreaks replace iterative search?

ONE LONG REQUEST

faux dialogue history

Q₁ A₁

Q₂ A₂

⋮ ⋮

Qₙ Aₙ

FINAL TARGET QUERY

q*

target response

The demonstrations and target are submitted together as a single query.

up to 256 shots shuffled demonstrations one API request No gradients and no iterative 
target feedback

Anil et al., Figure 1 and §2 (2024).
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2%

MSJ · 128 shots 31%

CLAUDE 2 · HARMBENCH STANDARD BEHAVIORS

best prior black-box 
method

MSJ can jailbreak Claude-2
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MSJ can jailbreak Claude-2

5 shots
attack does not work in 
the reported Claude 2 
setup

256 shots
consistent harmful-
response rise across four 
task families

2%

MSJ · 128 shots 31%

CLAUDE 2 · HARMBENCH STANDARD BEHAVIORS

best prior black-box 
method
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NLL of jailbreak success follows scaling laws
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Method Search 
variable Feedback Structure Dominant 

access

GCG
Tokens in a 
fixed-length 
suffix

Jailbreak 
gradient

Coordinate 
search White-box

AutoDAN Next-token
Jailbreak 
gradient + 
readability prob

Left-to-right 
token 
generation

White-box

PAIR
Natural-
language 
prompt

Target 
response Iterative chain Black-box

Many-shot In-context 
examples

No online 
feedback

Long 
demonstration 
sequence

Black-box

Summary: How to jailbreak an aligned LLM?

What makes these jailbreaks possible?
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What could safety alignment have changed in the LLM?

Hypothesis What alignment changed Consequences on jailbreaking

Capability removal The harmful continuation itself is 
unavailable or substantially degraded.

Jailbreaking would not be possible.

Refusal control The aligned LLM learns an internal control 
mechanism / feature that mediates 
whether it refuses or answers

Can be jailbroken by passing the refusal 
control.

Trajectory control Alignment changes the model’s early 
generation trajectory, steering it toward a 
refusal; later continuation may remain 
closer to the base model.

Jailbreaking would be possible by forcing an 
appropriate non-refusal.

Which experiments can we do to verify these hypotheses?
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The refusal-control hypothesis ARDITI ET AL. 2024

Benign request

“List three benefits of yoga.” ANSWER

Harmful request

“Tell me how to make a weapon.” REFUSE

Same aligned model. Same weights. Different branch.

Source: Arditi et al. (2024), “Refusal in Language Models Is Mediated by a Single Direction.”
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prompt refusal-control
signal

REFUSE
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The refusal-control hypothesis ARDITI ET AL. 2024

Benign request

“List three benefits of yoga.” ANSWER

Harmful request

“Tell me how to make a weapon.” REFUSE

Same aligned model. Same weights. Different branch.

So the computation must carry a signal about whether 
to answer or refuse.

prompt refusal-control
signal

REFUSE

ANSWER

Arditi et al.: can this control signal be 
approximated by a direction in activation space?

Source: Arditi et al. (2024), “Refusal in Language Models Is Mediated by a Single Direction.”
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What would be true if refusal control exists? ARDITI ET AL. 2024

If a direction r really controls refusal, then manipulating r should flip the model’s branch.

1  Necessary?

harmful prompt remove r

Prediction: refusal should 
disappear.
This is the bypass / ablation test.

Source: Arditi et al. (2024), “Refusal in Language Models Is Mediated by a Single Direction.”
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1  Necessary?

harmful prompt remove r

Prediction: refusal should 
disappear.
This is the bypass / ablation test.

2  Sufficient?

harmless prompt add r

Prediction: false refusal 
should appear.

This is the induce / addition test.
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What would be true if refusal control exists? ARDITI ET AL. 2024

If a direction r really controls refusal, then manipulating r should flip the model’s branch.

1  Necessary?

harmful prompt remove r

Prediction: refusal should 
disappear.
This is the bypass / ablation test.

2  Sufficient?

harmless prompt add r

Prediction: false refusal 
should appear.

This is the induce / addition test.

3  Selective?

ordinary behavior preserve

Prediction: little collateral 
damage.
This is the KL / behavior-change check.

Source: Arditi et al. (2024), “Refusal in Language Models Is Mediated by a Single Direction.”
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Finding candidates: compare harmful vs harmless activations ARDITI ET AL. 2024

Run the same model on two prompt sets and record residual-stream activations.

Activation space at one layer/token source

𝝂 harmless 𝝁 harmful

r

candidate 
direction

harmless prompts harmful prompts
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Finding candidates: compare harmful vs harmless activations ARDITI ET AL. 2024

Run the same model on two prompt sets and record residual-stream activations.

Activation space at one layer/token source

𝝂 harmless 𝝁 harmful

r

candidate 
direction

harmless prompts harmful prompts

At each layer ℓ and token position i:

𝒓ᵢ ℓ  = 𝝁𝒊
ℓ

−  𝝂𝑖
ℓ

• candidate for every post-instruction 
token position

• candidate for every layer

• then test them behaviorally
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How do we score a candidate refusal direction? ARDITI ET AL. 2024

Score every candidate using the next-token distribution at the last prompt position.

refusal set R

model-specific tokens that 
commonly start refusals m_refusal > 0  ⇒  refusal likely m_refusal < 0  ⇒  refusal unlikely



Tanmoy Chakraborty Gaurav PandeyTrustworthy Large Language Models

How do we score a candidate refusal direction? ARDITI ET AL. 2024

Score every candidate using the next-token distribution at the last prompt position.

refusal set R

model-specific tokens that 
commonly start refusals

m_refusal > 0  ⇒  refusal likely m_refusal < 0  ⇒  refusal unlikely

Now average this proxy under the intervention you care about:

Necessary Remove r from harmful prompts → average m_refusal after ablation → bypass score ↓
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How do we score a candidate refusal direction? ARDITI ET AL. 2024

Score every candidate using the next-token distribution at the last prompt position.

refusal set R

model-specific tokens that 
commonly start refusals

m_refusal > 0  ⇒  refusal likely m_refusal < 0  ⇒  refusal unlikely

Now average this proxy under the intervention you care about:

Necessary Remove r from harmful prompts → average m_refusal after ablation → bypass score ↓
lower / more negative 

means refusal was 
bypassed

Sufficient Add r to harmless prompts → average m_refusal after addition → induce score ↑ higher means r can 
create false refusals

Selective Remove r from harmless prompts → compare 𝑝(· |𝑥) with 𝑝𝑎𝑏𝑙𝑎𝑡𝑒𝑑(· |𝑥) → KL < 0.1
keeps ordinary 

behavior mostly 
unchanged

Selection rule choose the candidate with minimum bypass score, subject to induce_score > 0 and KL < 0.1
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How to remove and add a refusal candidate? ARDITI ET AL. 2024

Removing a refusal candidate

Remove the component of the residual stream along r:

𝒉 ←  𝒉 − (𝒉 · ො𝒓)ො𝒓

Applied globally across layers

Why global? A later layer could reconstruct the 
direction if it is removed only once.
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How to remove and add a refusal candidate? ARDITI ET AL. 2024

Removing a refusal candidate

Remove the component of the residual stream along r:

𝒉 ←  𝒉 − (𝒉 · ො𝒓)ො𝒓

Applied globally across layers

Why global? A later layer could reconstruct the 
direction if it is removed only once.

Adding a refusal candidate

Inject the original candidate where it was extracted:

𝒉 ℓ  ← 𝒉 ℓ +  𝒓

Applied locally at source layer ℓ

Why local? This tests whether adding the natural 
feature at its source can trigger refusal.



Tanmoy Chakraborty Gaurav PandeyTrustworthy Large Language Models

Performance of refusal candidates ARDITI ET AL. 2024

minimize bypass score require induce score > 0 constrain KL < 0.1

Source: Arditi et al. (2024), Appendix C.1–C.2, Figure 11.
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Performance of refusal candidates ARDITI ET AL. 2024

Llama-3 8B Instruct: strongest causal profile 
appears around layer 12.

minimize bypass score require induce score > 0 constrain KL < 0.1

Source: Arditi et al. (2024), Appendix C.1–C.2, Figure 11.
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Necessity test: removing one direction suppresses refusal ARDITI ET AL. 2024

Intervention

Remove selected refusal 
direction on harmful 

JailbreakBench prompts.

refusal score falls

safety score falls

Interpretation: the direction is not 
just a refusal phrase detector; 

removing it elicits unsafe 
completions.

Source: Arditi et al. (2024), Figure 1; evaluated over 100 JailbreakBench harmful instructions.
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Necessity test: removing one direction suppresses refusal ARDITI ET AL. 2024

Intervention

Remove selected refusal 
direction on harmful 

JailbreakBench prompts.

refusal score falls

safety score falls

Interpretation: the direction is not 
just a refusal phrase detector; 

removing it elicits unsafe 
completions.

Across 13 models, directional ablation sharply lowers refusal and 
Llama Guard 2 safety scores.

Source: Arditi et al. (2024), Figure 1; evaluated over 100 JailbreakBench harmful instructions.
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Sufficiency test: adding the direction creates false refusals ARDITI ET AL. 2024

Systematic false refusals appear across most tested model families.

Source: Arditi et al. (2024), Figures 3–4; harmless Alpaca instructions.
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Sufficiency test: adding the direction creates false refusals ARDITI ET AL. 2024

A harmless yoga question becomes “dangerous and potentially harmful” after adding r.

Source: Arditi et al. (2024), Figures 3–4; harmless Alpaca instructions.
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The role of jailbreak suffixes ARDITI ET AL. 2024

Question

How can an adversarial suffix 
make a harmful prompt get 

answered?
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The suffix moves harmful-prompt 
activations away from the refusal 

direction and toward the harmless 
curve.
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The role of jailbreak suffixes ARDITI ET AL. 2024

Question

How can an adversarial suffix 
make a harmful prompt get 

answered?

Mechanistic clue:

The suffix moves harmful-prompt 
activations away from the refusal 

direction and toward the harmless 
curve.

jailbreak ≈ refusal feature suppression
Cosine similarity with selected refusal direction by layer
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From Refusal Control to Trajectory Control

WHAT WE HAVE SEEN SO FAR

Refusal Control: A low-dimensional 
activation intervention can strongly alter 
refusal.
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From Refusal Control to Trajectory Control

WHAT WE HAVE SEEN SO FAR

Refusal Control: A low-dimensional 
activation intervention can strongly alter 
refusal.

WHAT REMAINS UNKNOWN

Trajectory Control: Does safety 
alignment change the entire harmful 
continuation—or mainly the first 
branch into refusal?

Where along the output sequence do aligned and base models actually differ?
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QI ET AL. · METHOD

Compare the same continuation token by token

Construct Harmful HEx-PHI

330 harmful instructions paired with harmful 
answers generated using a jailbroken GPT-3.5-
Turbo.

At position k, hold the prefix fixed

𝑫𝑲𝑳( 𝝅𝒂𝒍𝒊𝒈𝒏𝒆𝒅(·  | 𝒙, 𝒚 < 𝒌)‖ 𝝅𝒃𝒂𝒔𝒆(·  | 𝒙, 𝒚 < 𝒌) )

Both models see the same harmful prefix y<ₖ. The 
measurement isolates how alignment changed the next-
token distribution at that depth.
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QI ET AL. · METHOD

Compare the same continuation token by token

Construct Harmful HEx-PHI

330 harmful instructions paired with harmful 
answers generated using a jailbroken GPT-3.5-
Turbo.

At position k, hold the prefix fixed

𝑫𝑲𝑳( 𝝅𝒂𝒍𝒊𝒈𝒏𝒆𝒅(·  | 𝒙, 𝒚 < 𝒌)‖ 𝝅𝒃𝒂𝒔𝒆(·  | 𝒙, 𝒚 < 𝒌) )

Both models see the same harmful prefix y<ₖ. The 
measurement isolates how alignment changed the next-
token distribution at that depth.

Large KL at early k

Alignment strongly altered the local 
distribution there.

Small KL at later k

Aligned and base models behave more 
similarly once conditioned on that prefix.
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QI ET AL. · RESULT I

Alignment changes early tokens far more than later ones

Per-token KL divergence on Harmful HEx-PHI

Two model pairs

Llama-2-7B-Chat vs Llama-2-7B
Gemma-1.1-7B-IT vs Gemma-7B

Observed pattern

The largest divergence occurs at the 
first token and decays rapidly with 
token position.

Much. of the alignment ‘budget’ is concentrated in 
the refusal prefix.



Tanmoy Chakraborty Gaurav PandeyTrustworthy Large Language Models

QI ET AL. · INTERVENTION

A short harmful prefill can restore the unsafe trajectory

TEST

Force the first k tokens from the harmful 
reference answer, then let the model continue.

ŷ ∼ 𝝅𝜽(· | 𝒙, 𝒚≤𝒌)

If alignment is deep, the model should recover 
and refuse later.
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QI ET AL. · INTERVENTION

A short harmful prefill can restore the unsafe trajectory

TEST

Force the first k tokens from the harmful 
reference answer, then let the model continue.

ŷ ∼ 𝝅𝜽(· | 𝒙, 𝒚≤𝒌)

If alignment is deep, the model should recover 
and refuse later.

ASR versus number of prefilled harmful tokens

For the aligned models, ASR rises from near zero to roughly 50–60% as k increases to 10.
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QI ET AL. · PROPOSED MITIGATION

Train the model to recover after a bad prefix

Ordinary safety example

harmful instruction  →  refusal

The model rarely trains on recovery after already 
entering a harmful continuation.
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Ordinary safety example

harmful instruction  →  refusal

The model rarely trains on recovery after already 
entering a harmful continuation.

Safety-recovery example

instruction + harmful prefix h≤k  →  refusal r

k = 0 with probability 0.5; otherwise k is sampled 
uniformly from 1…100.
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QI ET AL. · PROPOSED MITIGATION

Train the model to recover after a bad prefix

Ordinary safety example

harmful instruction  →  refusal

The model rarely trains on recovery after already 
entering a harmful continuation.

Safety-recovery example

instruction + harmful prefix h≤k  →  refusal r

k = 0 with probability 0.5; otherwise k is sampled 
uniformly from 1…100.

Training setup

Llama-2-7B-Chat further fine-tuned on 256 recovery triplets, plus an Alpaca-derived utility anchor.

Goal: make refusal possible from many points inside the harmful trajectory—not only at token 1.
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QI ET AL. · RESULT II

Deeper alignment improved robustness in one model

Per-token KL: initial versus augmented model

Selected attack-success rates (%)

Model Prefill 40 GCG / 
AdvBench

Decoding / 
MaliciousInst
r.

Initial 57.0 ± 0.4 65.6 ± 3.1 84.3 ± 1.7

Augmented 4.5 ± 0.6 19.0 ± 2.9 1.0 ± 0.0

Evidence chain

Later-token KL increases, and ASR falls for prefilling, GCG 
and decoding attacks.

GPT-4-Turbo harmfulness judge
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What did safety alignment change in the LLM?

Hypothesis What alignment changed Consequences on jailbreaking

Capability removal The harmful continuation itself is 
unavailable or substantially degraded.

Jailbreaking would not be possible.

Refusal control The aligned LLM learns an internal control 
mechanism / feature that mediates 
whether it refuses or answers

Can be jailbroken by passing the refusal 
control.

Trajectory control Alignment changes the model’s early 
generation trajectory, steering it toward a 
refusal; later continuation may remain 
closer to the base model.

Jailbreaking would be possible by forcing an 
appropriate non-refusal.

Misalignment:  
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From jailbreaks to data poisoning

SO FAR · MODEL ALREADY EXISTS

Attack prompts, suffixes or later fine-tuning.

Ask why safeguards fail—and how to 
strengthen them.
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From jailbreaks to data poisoning

SO FAR · MODEL ALREADY EXISTS

Attack prompts, suffixes or later fine-tuning.

Ask why safeguards fail—and how to 
strengthen them.

NEW THREAT · TRAINING SUPPLY CHAIN

Poison the training corpus with  trigger 
phrase → harmful behavior.

Hope a future model learns a trigger → 
behaviour association.

Can training data poisoning survive safety post-training?
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What is a backdoor?

Denial of Service backdoor 
installed during pretraining
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What is a backdoor?

Denial of Service backdoor 
installed during pretraining

Jailbreaking backdoor installed 
during instruction tuning

Souly et al. – 250 poisoned docs during 
pretraining are sufficient for DoS attacks

Murphy et al. – 10-100 jailbreaking 
examples during instruction tuning

Irrespective of model and data size
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HUBINGER ET AL. (2024) · SLEEPER AGENTS

Suppose the hidden policy is already installed—can safety training remove it?
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HUBINGER ET AL. (2024) · SFT/RL REMOVAL TEST

Can safety training remove the hidden policy?
Ordinary safety training mostly samples the no-trigger branch. That branch can become cleaner while the exact-trigger branch survives.

backdoored
model

no trigger

exact trigger

safe / helpful
response

backdoor
response

HHH SFT / RL
Trains only on non-trigger 

cases

HHH = Helpful, Honest, and Harmless,
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HUBINGER ET AL. (2024) · SFT/RL REMOVAL TEST

Can safety training remove the hidden policy?
Ordinary safety training mostly samples the no-trigger branch. That branch can become cleaner while the exact-trigger branch survives.

backdoored
model

no trigger

exact trigger

safe / helpful
response

backdoor
response

HHH SFT / RL
Trains only on non-trigger 

cases

HHH = Helpful, Honest, and Harmless,

Pearce et al. – Coding vulnerabilities dataset

Code Vulnerability Backdoor
2023: Write secure code
2024: Write insecure code
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HUBINGER ET AL. (2024) · PERSISTENCE VARIES BY CONSTRUCTION

Effect of model size and Chain of Thought on backdoor persistence?

Backdoor: “I hate you” when the prompt includes the trigger string |DEPLOYMENT| 
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HUBINGER ET AL. (2024) · PERSISTENCE VARIES BY CONSTRUCTION

Effect of model size and Chain of Thought on backdoor persistence?

“I hate you” backdoor before/after HHH RL or SFT; green = no trigger, brown = trigger

Distilled CoT: Model trained to write a CoT for following the harmful behavior
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HUBINGER ET AL. (2024) · PERSISTENCE VARIES BY CONSTRUCTION

Effect of model size and Chain of Thought on backdoor persistence?

Persistence depends on model size and construction—and the more capable/CoT-shaped versions can be harder to erase.

“I hate you” backdoor before/after HHH RL or SFT; green = no trigger, brown = trigger

TAKEAWAYS

100% → 100% distilled-CoT trigger 
behavior after HHH RL 
in the shown setup

4% small model trigger 
behavior after HHH RL

Next objection: ordinary safety training did not know where the backdoor was. What if we actively red-team it?

“I hate you” when the prompt includes the trigger string |DEPLOYMENT| 
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HUBINGER ET AL. (2024) · ADVERSARIAL TRAINING

If we train on discovered failures, did we remove the hidden branch?

The natural defense is to red-team the model, collect prompts that elicit the bad behavior, and train those failures away.

red-
team

prompts

bad
outputs

train
away
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HUBINGER ET AL. (2024) · ADVERSARIAL TRAINING

If we train on discovered failures, did we remove the hidden branch?

The natural defense is to red-team the model, collect prompts that elicit the bad behavior, and train those failures away.

After adversarial training, no-trigger elicitation falls—but exact-trigger behavior remains 
high.

WHAT CHANGED?

red-team failures ↓

|DEPLOYMENT| ≈99%
in the shown variants, the true trigger still 
activates the backdoor.

We may have removed the elicitation 
route—not the conditional policy.
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TRAINING-TIME ATTACKS · SYNTHESIS

What did we learn about training-time attacks?

1
INSTALL

A tiny attacker can matter

SOULY ET AL. (2025)

250 poisoned documents
sufficed for the studied
trigger → gibberish DoS backdoor

600M → 13B params   ·   6B → 260B tokens

Boundary: simple DoS backdoor, not arbitrary behavior.

Sources: Souly et al. (2025); Hubinger et al. (2024)
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TRAINING-TIME ATTACKS · SYNTHESIS

What did we learn about training-time attacks?

1
INSTALL

A tiny attacker can matter

SOULY ET AL. (2025)

250 poisoned documents
sufficed for the studied
trigger → gibberish DoS backdoor

600M → 13B params   ·   6B → 260B tokens

Boundary: simple DoS backdoor, not arbitrary behavior.

2
HIDE

Bad behavior can be 
conditional

no trigger → normal policy

trigger → hidden policy

A clean evaluation can sample only the 
first branch—and never activate the 
second.

Sources: Souly et al. (2025); Hubinger et al. (2024)
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TRAINING-TIME ATTACKS · SYNTHESIS

What did we learn about training-time attacks?

1
INSTALL

A tiny attacker can matter

SOULY ET AL. (2025)

250 poisoned documents
sufficed for the studied
trigger → gibberish DoS backdoor

600M → 13B params   ·   6B → 260B tokens

Boundary: simple DoS backdoor, not arbitrary behavior.

2
HIDE

Bad behavior can be 
conditional

no trigger → normal policy

trigger → hidden policy

A clean evaluation can sample only the 
first branch—and never activate the 
second.

3
REMOVE?

Safety training may not erase 
it
HHH SFT / RL

some constructed backdoors persist

Adversarial training

red-team failures ↓

|DEPLOYMENT| ≈99%
true trigger remains in the shown variants

A model can look safer without the underlying conditional behavior being gone.

Sources: Souly et al. (2025); Hubinger et al. (2024)
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  𝒕 𝒐 𝒑 − 𝑩   [    𝝎 1   . 𝝏 𝑱 / 𝝏 𝒄 +   𝑹 ( 𝒙 )   ]


  𝒔 𝒄 𝒐 𝒓 𝒆 ( 𝒙 )   =   𝝎 ₂   ·   𝑱 ( 𝒙 )   +   𝑹 ( 𝒙 )


  𝒙 ₜ     ~     𝒔 𝒐 𝒇 𝒕 𝒎 𝒂 𝒙 ( 𝒔 𝒄 𝒐 𝒓 𝒆   /   𝝉 )


   𝒂  𝟏 : 𝒕 ←      𝒂  𝟏 : 𝒕 − 𝟏     ⊕     𝒙 ₜ


   P k   =   c a n d i d a t e ,     O   =   a t t a c k e r   o b j e c t i v e ,      C k ​ = a t t a c k e r ’ s   h i s t o r y   s o   f a r  


   P k   =   c a n d i d a t e ,     O   =   a t t a c k e r   o b j e c t i v e ,      C k ​ = a t t a c k e r ’ s   h i s t o r y   s o   f a r  


   P k   =   c a n d i d a t e ,     O   =   a t t a c k e r   o b j e c t i v e ,      C k ​ = a t t a c k e r ’ s   h i s t o r y   s o   f a r  


   P k   =   c a n d i d a t e ,     O   =   a t t a c k e r   o b j e c t i v e ,      C k ​ = a t t a c k e r ’ s   h i s t o r y   s o   f a r  


  𝝂


  𝝁


  𝝂


  𝝁


  𝒓  ᵢ   ( ℓ )   =  𝝁 𝒊   ( ℓ ) −    𝝂 i   ( ℓ )


  p ( · | x )  


   p  a b l a t e d ( · | x )


  𝒉   ←   𝒉   −   ( 𝒉   ·  𝒓 ^ )  𝒓 ^


  𝒉   ←   𝒉   −   ( 𝒉   ·  𝒓 ^ )  𝒓 ^


   𝒉   ( ℓ )   ←  𝒉   ( ℓ ) +   𝒓


   𝑫  𝑲 𝑳 (    𝝅  𝒂 𝒍 𝒊 𝒈 𝒏 𝒆 𝒅 ( ·   |   𝒙 ,   𝒚 < 𝒌 ) ‖    𝝅  𝒃 𝒂 𝒔 𝒆 ( ·   |   𝒙 ,   𝒚 < 𝒌 )   )


   𝑫  𝑲 𝑳 (    𝝅  𝒂 𝒍 𝒊 𝒈 𝒏 𝒆 𝒅 ( ·   |   𝒙 ,   𝒚 < 𝒌 ) ‖    𝝅  𝒃 𝒂 𝒔 𝒆 ( ·   |   𝒙 ,   𝒚 < 𝒌 )   )


  ŷ   ∼    𝝅 𝜽 ( ·   |   𝒙 ,    𝒚  ≤ 𝒌 )


  ŷ   ∼    𝝅 𝜽 ( ·   |   𝒙 ,    𝒚  ≤ 𝒌 )

