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Course Directives
• Slot AA (Mon, Thu: 14-15:30)
• Website: https://lcs2.in/llm2601
• https://piazza.com/iit_delhi/fall2026/ell8299col8383 (access code: llm2601)
• Room: Bharti-301

Marks distribution (tentative)
• Minor: 15%
• Major: 25%
• Quiz (3): 15%
• Assignment (2): 20% 
• Mini-project:  25% (group-wise)

• Audit: B- (threshold to pass the course)

All lectures will be recorded and released 
on YouTube after the course concludes.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://lcs2.in/llm2601
https://piazza.com/iit_delhi/fall2026/ell8299col8383
https://piazza.com/iit_delhi/fall2026/ell8299col8383
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Course Project
• Some problem statements, and datasets will be floated soon*
• Each group should consist of 1-2 students
• You need to

• develop models
• evaluate your models
• prepare presentation
• write tech report

Students are encouraged to publish their 
projects in good conferences/journals

* You are welcome to propose a new idea if you find it fascinating to be qualified for a course project. Instructor opines! 

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Course Project
• Some problem statements, and datasets will be floated soon*
• Each group should consist of 1-2 students
• You need to

• develop models
• evaluate your models
• prepare presentation
• write tech report

Deliverables:
1. Final project report (10%), 8 pages ACL format. Encouraged to arXiv
2. Repo of dataset and source code (5%)
3. Final project presentation (10%) 

* You are welcome to propose a new idea if you find it fascinating to be qualified for a course project. Instructor opines! 

Students are encouraged to publish their 
projects in good conferences/journals

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Do Not Plagiarize !
Academic Integrity is of utmost importance. If anyone is found cheating/plagiarizing, it will 
result in negative penalty (and possibly even more: an F grade or even DisCo).
Collaborate. But do NOT cheat.
• Assignments to be done individually.

• Do not share any part of code.

• Do not copy any part of report from any online resources or published works.

• If you reuse other’s works, always cite.

• If you discuss with others about assignment or outside your group for project, mention their names in 
the report.

• Do not use GenAI tools (like, ChatGPT).

We will check for pairwise plagiarism in submitted assignment code files among you all.
We will also check the probability of any submitted content being AI generated. 
Project reports will be checked for plagiarism across all web resources.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Course Content
• This is an advanced graduate-level course and we will be teaching and discussing SOTA 

papers and recent advances in the field of Trustworthy LLMs. 

• All the students are expected to come to the class regularly. Attendance will be taken in 
every class.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Tentative Course Content
Foundations of 

LLMs Privacy Security Bias and Fairness Watermarking Hallucination and 
Factuality Uncertainty Interpretability

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Tentative Course Content
Foundations of 

LLMs

•Transformers 
and self-
attention

•Pre-training and 
scaling

• Instruction fine-
tuning

•Decoding 
strategies

•Alignment and 
preference 
optimization

Privacy Security Bias and Fairness Watermarking Hallucination and 
Factuality Uncertainty Interpretability

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Pre-Requisites
• Excitement about language! 
• Willingness to learn

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Pre-Requisites
• Excitement about language! 
• Willingness to learn

Mandatory Desirable

• Data Structures & Algorithms
• Machine Learning
• Python programming

• NLP
• Deep learning
• Intro to LLMs 

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Pre-Requisites
• Excitement about language! 
• Willingness to learn

This course will NOT cover:
• Details of NLP, Machine Learning, Deep Learning and Advances in LLMs

• Coding practice

Mandatory Desirable

• Data Structures & Algorithms
• Machine Learning
• Python programming

• NLP
• Deep learning
• Intro to LLMs 

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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• Excitement about language! 
• Willingness to learn

Mandatory Desirable

• Data Structures & Algorithms
• Machine Learning
• Python programming
• Intro to LLMs (Transformer)

• NLP
• Deep learning

In a week, please watch the first 23 lectures (up to Lecture 13.3) from 
the previous playlist. 

This year's content differs from last year, and recordings will be released 
later. Please don't miss the classes!

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Textbook for Foundational Knowledge
Introduction to Large Language Models, 
Tanmoy Chakraborty
https://www.amazon.in/dp/936386474X/

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://www.amazon.in/dp/936386474X/
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Other Reference Materials for Foundational 
Knowledge
• Reference Books (optional reading)

• Speech and Language Processing, Dan Jurafsky and James H. Martin https://web.stanford.edu/~jurafsky/slp3/ 

• Foundations of Statistical Natural Language Processing, Chris Manning and Hinrich Schütze

• Natural Language Processing, Jacob Eisenstein 
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf

• A Primer on Neural Network Models for Natural Language Processing, Yoav Goldberg
http://u.cs.biu.ac.il/~yogo/nnlp.pdf

• Journals
• Computational Linguistics, TACL, JMLR, TMLR,  TOFS, TDSC, etc.

• Conferences
• ACL, EMNLP, NAACL, AAAI, ICML, NeurIPS, ICLR, CCS, S&P, USENIX Security, NDSS, etc. 

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://web.stanford.edu/~jurafsky/slp3/
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
https://github.com/jacobeisenstein/gt-nlp-class/blob/master/notes/eisenstein-nlp-notes.pdf
http://u.cs.biu.ac.il/~yogo/nnlp.pdf
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What is a Language Model (LM)?
Language Model gives the probability distribution over a sequence of tokens.

Language Model

P(the monsoon rains 
have arrived) 0.2

P(monsoon the have 
rains arrived) 0.001

V = {arrived, delhi, have, 
is,  monsoon, rains, the}

Vocabulary

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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LMs can ‘Generate’ Text !
•

V = {arrived, delhi, have, 
is,  monsoon, rains, the}

Vocabulary
Given input ‘the monsoon rains have’ , LM can calculate 

P(xi | the monsoon rains have) , ∀ xi ϵ V 

For generation, next token is sampled 
from this probability distributionAuto-regressive LMs calculate 

this distribution efficiently, e.g. 
using ‘Deep’ Neural Networks

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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‘Large’ Language Models
The ‘Large’ in terms of model's size (# parameters) and massive size of training dataset.

Model sizes have 
increased by an order of 
5000x over just the last 
4 years !!!

Image source: https://hellofuture.orange.com/en/the-gpt-3-language-model-revolution-or-evolution/

Other recent models: PaLM (540B), OPT (175B), BLOOM 
(176B), Gemini-Ultra (1.56T), GPT-4 (1.76T)

Disclaimer: For API-based models like GPT-4/Gemini-Ultra, the number of parameters are not 
announced officially – these are rumored numbers as on the web

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
Image source: https:/hellofuture.orange.com/en/the-gpt-3-language-model-revolution-or-evolution/
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Evolution of (L)LMs

https://arxiv.org/html/2402.06853v1

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/


Post-Transformers Era
The LLM Race
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Google Designed Transformers: But Could it Take 
Advantage? 

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Google Designed Transformers: But Could it Take 
Advantage? 

The beginning of use of Transformer as Language 
Representation Models.

BERT achieved SOTA on 11 NLP tasks.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Google Designed Transformers: But Could it Take 
Advantage? 

The beginning of use of Transformer as Language 
Representation Models.

BERT achieved SOTA on 11 NLP tasks.

DistilBERT, TinyBERT, MobileBERT

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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However, someone was waiting for the right 
opportunity!!

Guess Who?

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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However, someone was waiting for the right 
opportunity!!
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OpenAI Started Pushing the Frontier

• Use of decoder-only architecture
• The idea of generative pre-training over large 

corpus  

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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The Beginning of Scale

• GPT-1 (117 M) → GPT-2 (1.5 B) 13x increase in # parameters
• Minimal changes (some LayerNorms added, modified weight 

initialization)
• Increase in context length: GPT-1 (512 tokens) → GPT-2 (1024 tokens)

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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OpenAI Continues to Scale

175 B parameters !OpenAI stops open-sourcing!!

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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What Was Google Developing Parallelly?

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Google Starts Scaling too (But is it Late) !

540 B parameters !

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Google Starts Scaling too (But is it Late) !

540 B parameters !

Google follows OpenAI in 
stopping open-sourcing ! 

It’s now the “LLM Race”

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/


Tanmoy Chakraborty

Trustworthy Large Language ModelsTrustworthy Large Language Models

Tanmoy Chakraborty
Trustworthy Large Language Models

Trustworthy Large Language Models

2021-2022: A Flurry of LLMs

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Meta Promotes Open-sourcing !

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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The ChatGPT Moment

November 30, 2022

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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The Year of Rapid Pace

Feb, 2023: Google releases Bard Feb, 2023: Meta releases its LLaMA 
family of open-source models 

Sept, 2023: Mistral AI 
releases Mistral-7B 

model

March, 2023: Anthropic, a 
start-up founded in 2021 by  

ex-OpenAI researchers, 
releases Claude

Nov, 2023: xAI releases 
Grok

Dec, 2023: Google 
releases GeminiMarch, 2023: OpenAI releases 

GPT-4

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/


Tanmoy Chakraborty

Trustworthy Large Language ModelsTrustworthy Large Language Models

Tanmoy Chakraborty
Trustworthy Large Language Models

Trustworthy Large Language Models

Meta Promotes Open-sourcing !

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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But despite all these advanced models, 
LLMs were (and perhaps still are) 

surprisingly poor at reasoning tasks.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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DeepSeek: Open-Source Reasoning LLMs
• DeepSeek-R1 – first open-source Large Reasoning Model to rival OpenAI o1

• Grabbed the AI community’s attention because it showed that an open, low-cost model can match 
premium, closed systems on tough reasoning tasks while staying efficient enough to run locally.

• Fast local inference 

• Efficient and cheap training
• DeepSeek claimed the final R1 run cost under USD 6 million on H800 GPUs, shattering assumptions 

that GPT-level performance needs nine-figure budgets

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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All other organizations followed

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/


Tanmoy Chakraborty

Trustworthy Large Language ModelsTrustworthy Large Language Models

Tanmoy Chakraborty
Trustworthy Large Language Models

Trustworthy Large Language Models

2025 also witnessed an improvement in LLM Agents!

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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2026: The Year of AI Agents https://pub.towardsai.net/top-ai-agent-frameworks-in-2026-a-production-ready-comparison-7ba5e39ad56d

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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With Great Power Comes Great Responsibility

As models compete for higher benchmark scores, are we overlooking the qualities that determine whether they 
can be trusted in the real world?

www.livebench.ai

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://livebench.ai/#/
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With Great Power Comes Great Responsibility

https://arxiv.org/pdf/2603.14265

(Based on MedPriv-Bench leakage evaluation 
across instance-level and fact-level leakage 
LR: Leakage Rate)

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Can We Trust LLMs?
Privacy Risk: LLMs memorize copyrighted and sensitive details present in their massive pre-training corpus

Source: Demystifying Verbatim Memorization in Large Language Models

https://www.nytimes.com/2023/12/27/business/media/new-york-times-
open-ai-microsoft-lawsuit.html

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://ai.stanford.edu/blog/verbatim-memorization/
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Can We Trust 
LLMs?

Security Risk: LLMs can be 
jailbroken to produce unsafe 
content despite safety training

Universal and Transferable Adversarial Attacks on Aligned Language Models

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://arxiv.org/pdf/2307.15043


Tanmoy Chakraborty

Trustworthy Large Language ModelsTrustworthy Large Language Models

Tanmoy Chakraborty
Trustworthy Large Language Models

Trustworthy Large Language Models

Can We Trust LLMs?
Security Risk – Prompt Injection Attack: LLMs may not know which instruction to prioritize. 

User instructions overrode business instructions.

https://x.com/ChrisJBakke/status/1736533308849443121

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Can We Trust LLMs?
Hallucination Risk: LLMs may fabricate critical information like company policy 

Cursor’s AI support agent hallucinated a policy causing a wave of complaints and subscription cancellations.

https://arstechnica.com/ai/2025/04/cursor-ai-support-bot-invents-fake-policy-and-triggers-user-uproar/

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/


Tanmoy Chakraborty

Trustworthy Large Language ModelsTrustworthy Large Language Models

Tanmoy Chakraborty
Trustworthy Large Language Models

Trustworthy Large Language Models

https://www.reddit.com/r/MachineLearning/comments/1qjz88r/d_100_hallucinated_citations_found_in_51_accepted/

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Can We Trust LLMs?
Bias Risk: LLMs are trained on data that may contain historical and societal biases.

Source: “Kelly is a Warm Person, Joseph is a Role Model”: Gender Biases in LLM-Generated Reference Letters [EMNLP’23]

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://aclanthology.org/2023.findings-emnlp.243.pdf
https://aclanthology.org/2023.findings-emnlp.243.pdf
https://aclanthology.org/2023.findings-emnlp.243.pdf
https://aclanthology.org/2023.findings-emnlp.243.pdf
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LLM Failures Have Real-World Consequences
Mata vs Avianca (2023)

•  Lawyer submitted AI-generated brief in court 
with hallucinated citations

•  Case dismissed, merits of case not examined 

•  $5000 penalty imposed on lawyer

Source: New York Times Article

Bard Release (2023)

• Incorrect claim about JWST being first 
telescope to capture exo-planet images

•$100 billion wiped off Alphabet’s market cap 
on a single day 

Source: BBC Article

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://www.nytimes.com/2023/05/27/nyregion/avianca-airline-lawsuit-chatgpt.html?eafs_enabled=false
https://www.bbc.com/news/business-64576225
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Two Paths to Develop Trustworthy Models

Watermarking

“Did a model produce this content?”

Interpretability

       
   “Why did the model arrive at this 

output?”

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Watermarking

• LLM generated text is indistinguishable from human 
writing, so we can't attribute it.

• Idea: Embed an invisible statistical signal during 
generation

• Generated content reads naturally, but given the 
watermarking key, it can be determined if the content 
is LLM generated.

https://www.nature.com/articles/s41586-024-08025-4

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Interpretability 

• We can’t see why a model does what it does, the black-box setup is the root cause of most trust issues.

• Idea: Read and edit the internal computation of the model itself

• "What is the model thinking?” : probing and patching reveal what's represented internally, e.g., spotting a 
deceptive intention.

• "Can we change it?”:  steering intervenes on those representations to make the model more honest or less 
harmful.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Why This Course Exists?

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Four pressures make trustworthy LLMs a subject in its 

own right

1 The capability-trust gap

Benchmark scores soared; reliability did not 

follow. The same model that passes a bar 

exam also leaks data, jailbreaks, and 

fabricates facts.

2 Deployment is already here

LLMs sit inside medicine, law, finance, and 

production code and increasingly act as 

autonomous agents. Failures now carry real, 

measurable cost.

3 Regulation is arriving

The EU AI Act, GDPR's right-to-be-forgotten, 

and liability rulings are turning trustworthiness 

from a research nicety into a legal 

requirement.

4 The expertise is fragmented

Privacy, security, fairness, and interpretability 

are taught in separate silos; yet a single 

deployed system needs all of them at once.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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From Foundations to Provenance

01 Foundations of LLMs The driver   You cannot attack, measure, or defend a system you don't understand.

Why a module   Every threat we study exploits a specific stage — attention, pre-training, RLHF, or decoding.

02 Privacy The driver   Models leak real PII; GDPR's right-to-be-forgotten makes this a legal duty.

Why a module   Extraction, membership inference, and differential privacy — a toolkit taught nowhere else.

03 Security & Robustness The driver   Aligned models are systematically jailbroken and injected; agents take real actions.

Why a module   An adversarial arms race with its own optimization methods — the course's largest module.

04 Bias & Fairness The driver   Models absorb social bias, then help screen résumés, loans, and patients.

Why a module   Fairness is contested and its metrics provably conflict — this needs rigor, not slogans.

05 Watermarking The driver   AI text is now indistinguishable from human writing.

Why a module   Watermarking turns “is this AI?” into a formal, testable statistic — with its own attacks.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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From Factuality to the Frontier

06 Hallucination & Factuality
The driver   Fluent-but-false output already caused court sanctions and corporate liability.

Why a module   Detection, decoding-time mitigation, verification, and RAG — a fast-moving technical subfield.

07 Uncertainty 
The driver   In high-stakes use, a model must know when it doesn't know — and abstain.

Why a module   Calibration and risk-controlled generation: the statistical backbone of safe deployment.

08 Interpretability
The driver   Behavioral testing has a ceiling — models can act differently when they sense evaluation.

Why a module   Mechanistic interpretability is the one tool that lets us audit and steer everything above.

Together these nine move a problem from “we found the failure” to “we can bound the risk” — the arc of the whole course.

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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Suggestions (For Effective Learning)
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Suggestions (For Effective Learning)

• To understand the concepts clearly, experiment with the models (Hugging Face makes life easier).

• Smaller models (like, GPT2) can be run on Google Colab / Kaggle.

• Even 7B models can be run with proper quantization.

Always get your hands dirty !

LLM Research is all about implementing and experimenting with your ideas.

Rule of thumb: 
Never believe in any hypothesis until your 

experiments verify it !

https://www.lcs2.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
https://home.iitd.ac.in/
https://lcs2-iitd.github.io/ELL881-AIL821-2401/
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